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SYSTEM AND METHOD FOR PROGRAMMATIC ALLY CHANGING THE 
NETWORK LOCATION OF A NETWORK COMPONENT 

RELATED APPLICATIONS 

[0001] This nonprovisional patent application is related to the following 
contemporaneously filed nonprovisional patent applications: U.S. Patent Application 
serial number <042390.P17059>, entitled, "System and Method for Dynamically 
Configuring and Transitioning Wired and Wireless Networks;" U.S. Patent Application 
serial number <042390.P17061>, entitled "System and Method for Describing Network 
Resource Availability and Associations;" U.S. Patent Application serial number 
<042390.P17062>, entitled "System and Method for Synchronous Configuration of 
Dynamic Host Configuration Protocol (DHCP) Server and Router Interfaces"; and U.S. 
Patent Application serial number <042390.P17063>, entitled "System and Method for the 
Design and Description of Networks." 

TECHNICAL FIELD 

[0002] Embodiments of the invention generally relate to the field of networks and, 
more particularly, to a system and method for programmatically changing the network 
location of a network component. 
BACKGROUND 

[0003] Mobile networking technologies are driving an evolution in the use and 
structure of networks. For example, users of mobile networking technologies expect to 
stay connected as they move from place to place and from network to network. 
Furthermore, users of mobile networking technologies expect easy and seamless network 
interface transitions as they move from place to place. 



042390.P17060 



-2- 



Express Mail No. EL325526586US 



[0004] The term network component broadly refers to a node (e.g., a desktop, laptop, 
etc.) or a collection of nodes (e.g., a virtual private network, a subnet, a virtual local area 
network, etc.). The term node refers to a network component having a network interface. 
Examples of a node include switches, routers, servers, clients, workstations, laptops, 
handhelds, printers, hubs, and the like. 

[0005] The movement of network components from place to place and network to 
network fosters constantly changing network infrastructures and topologies. Network 
components are typically configured to interact with particular network infrastructures 
and topologies. The term configuration can be used with respect to a network component 
or to an entire network. When used in association with a network component, 
configuration refers to the settings of software, hardware, and firmware that enable the 
network component to exchange information with a network. In a broader sense, 
configuring a network refers to configuring a plurality of network components to 
exchange information with one other. 

[0006] Modern networking technologies increase the variety of network components 
that interact with a network and, also, the frequency at which these interactions occur. 
These interactions produce a combinational explosion of heterogeneous networks 
composed of many different network components each having a distinct configuration. 
This combinational explosion of heterogeneous networks is further complicated by the 
possibility that an initial network configuration changes over time as network 
components are added and removed from the network. 

[0007] The term network location broadly refers to, for example, the subnet, Virtual 
Local Area Network (VLAN), and/or link with which a network component is associated. 
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Changing network location refers to changing the subnet, VLAN, and/or link with which 
a network component is associated. A link is a physical or logical connection between a 
network component and an associated network. A link may be wired (e.g., a cable 
connecting a network component to a local area network (LAN)) or it may be wireless 
(e.g., an electromagnetic signal connecting a network component to a wireless LAN, 
and/or a General Packet Radio Service network, and/or a Global System for Mobile 
Communications network, or a Wireless Wide Area Network). The General System for 
Mobile Communications (GSM) refers, for example, to the GSM 8.08 V9.0.0 (2000-7) 
standard entitled, "Digital Cellular Telecommunications System." In a conventional 
network, changing the network location of a network component typically requires that a 
user physically disconnect and then reconnect a link that connects the network 
component to the network. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] Embodiments of the invention are illustrated by way of example, and not by 
way of limitation, in the figures of the accompanying drawings in which like reference 
numerals refer to similar elements. 

Figure 1 is a block diagram that illustrates changing the network location of 
network component 100, according to an embodiment of the invention. 

Figure 2 is block diagram illustrating an embodiment of the invention abstracted 
into four layers. 

Figure 3 illustrates selected elements of exemplary network resource and 
association file 300. 

Figure 4 is an illustration of an exemplary current network state snapshot 400. 

Figure 5 is an exemplary illustration of network resource wrapper function call 
500 with possible function parameters. 

Figure 6 illustrates exemplary network configuration request 600. 

Figure 7 is a conceptual illustration of selected interactions between abstract 
functional layers in network 700, according to an embodiment of the invention. 

Figure 8 is a flow diagram illustrating certain aspects of a method for 
programmatically changing the network location of a network component, according to 
an embodiment of the invention. 
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Figure 9 is a flow diagram illustrating certain aspects of a method for 
automatically configuring a node according to an embodiment of the invention. 

Figure 10 is a flow diagram illustrating certain aspects of a method for 
automatically transitioning a node according to an embodiment of the invention. 

Figure 11 is a simplified block diagram of selected elements of exemplary node 
1 100, implemented according to an embodiment of the invention. 

Figure 12 is a block diagram of selected elements of exemplary network 1200, 
implemented according to an embodiment of the invention. 
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DETAILED DESCRIPTION 

[0009] Embodiments of the invention enable network components to change network 
location without a user having to physically disconnect and reconnect a link (e.g., a 
cable). The ability to programmatically change the network location of a network 
component enables, for example, a network component to be moved from one subnet to 
another "on the fly," thereby simplifying bandwidth management in real-time. Also, 
programmatically changing the network location of a network component is useful to test 
the mobility of mobile nodes in a network validation environment. 

[00010] FIG. 1 is block diagram that illustrates changing the network location of 
network component 100, according to an embodiment of the invention. As shown in 
FIG. 1, network component 100 is selectively coupled with network 120 and network 130 
through VLAN switch 1 10. A person of ordinary skill in the art will appreciate that a 
system for changing the network location of network component 100 may include more 
and/or different components than those shown in FIG. 1. It is not necessary, however, 
that all of these generally conventional components be shown in order to disclose an 
illustrative embodiment for practicing the invention. 

[00011] Referring to reference numeral 140, network component 100 connects to 
VLAN switch 1 10 through link 150. Link 150 may be a wired link (e.g., a twisted pair 
wired connection or a coaxial connection) or a wireless link (e.g., via radio frequency or 
optical transmissions). VLAN switch 110 may provide a plurality of ports and may 
support a plurality of VLANs. In an embodiment of the invention, VLAN switch 1 10 
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connects network component 100 to network 120. The connection may be, for example, 
by associating network component 100 with a VLAN belonging to network 120. 

[00012] Referring to reference numeral 160, link 150 is interrupted. Interrupting 
link 150 broadly refers to programmatically severing (at least temporarily) the link 
between network component 100 and network 120. In an embodiment of the invention, 
VLAN switch 110 includes switch 170. Switch 170 may be used to open and close link 
150. The configuration of switch 170 may be stored in an electronic file. 
Programmatically interrupting link 150 refers to altering the electronic file to open or 
close switch 170, in an embodiment of the invention. 

[00013] In alternative embodiments of the invention, an access point may provide 
link 150. In such embodiments, interrupting link 150 refers to, for example, deactivating 
the transmitter within the access point that provides link 150. Alternatively, interrupting 
link 150 may refer to merely modifying a signal transmitted from the access point to 
network component 100. 

[00014] In some embodiments of the invention, a hub (not shown) connects 
network component 100 to VLAN switch 110. The hub's power may be controlled by 
another network component. In such embodiments of the invention, interrupting link 150 
refers to powering down the hub that connects network component 100 to VLAN switch 
110. 

[00015] A confirmation signal refers to a signal sent over link 150 to confirm that 
link 150 is active (e.g., a heartbeat signal). If network component 100 does not detect the 
confirmation signal, it may determine that link 150 is interrupted. The characteristics of 
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the confirmation signal may be controlled by an electronic file. In an embodiment of the 
invention, interrupting link 150 refers to programmatically configuring the confirmation 
signal provider to interrupt the confirmation signal. Configuring the confirmation signal 
broadly refers to, inter alia, programmatically setting, configuring, and/or reconfiguring 
the confirmation signal by interacting with the confirmation signal provider to alter its 
state. A person of ordinary skill in the art appreciates that the type of interaction used to 
alter the state of a network component depends on the particular network component. 

[00016] Referring to reference numeral 180, the network to which network 
component 100 is connected is programmatically changed. Changing the network 
broadly refers to either connecting network component 100 with a different network or 
reconfiguring the network to which network component 100 was originally connected. 
Reconfiguring the network to which network component 100 was originally connected is 
further discussed below in regards to FIGs. 9 and 10. In the illustrated embodiment of 
the invention, VLAN switch 1 10 is configured to selectively connect network component 
100 to either network 120 or network 130. 

[00017] Configuring VLAN switch 1 10 broadly refers to programmatically 
associating network component 100 with a particular VLAN switch port and, thereby, 
associating network component 100 with a particular VLAN. The connections between 
VLAN switch ports and network components may be specified in an electronic file. In an 
embodiment of the invention, a software agent programmatically sets, configures, and/or 
reconfigures the VLAN switch by interacting with the VLAN switch to alter its state. A 
person of ordinary skill in the art appreciates that the type of interaction used to alter the 
state of a network component depends on the particular network component. 
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[00018] Referring to reference numeral 190, link 195 is established to provide a 
connection between network component 100 and network 130. In some embodiments of 
the invention, link 195 is the same link as link 150. In alternative embodiments of the 
invention, link 195 is a separate and independent link. For example, link 150 is a wired 
link (e.g., twisted pair of wires) and link 195 is a wireless link (e.g., via radio frequency 
transmissions), in an embodiment of the invention. In the illustrated embodiment of the 
invention, establishing link 195 includes closing switch 170. In an alternative 
embodiment of the invention, establishing link 195 refers to programmatically controlling 
a confirmation signal provider to establish the confirmation signal. A person of ordinary 
skill in the art appreciates that the type of interaction used to alter the state of a network 
component depends on the particular network component. 

[00019] In yet other alternative embodiments of the invention, an access point may 
provide link 195. In such embodiments, establishing link 195 refers to, for example, 
activating the transmitter within the access point that provides link 195. Alternatively, 
establishing link 195 may refer to merely modifying a signal transmitted from the access 
point to network component 100. 

[00020] In some embodiments of the invention, a hub (not shown) connects 
network component 100 to VLAN switch 110. The hub may have a power on/off switch 
that is programmatically configurable. In such embodiments of the invention, 
establishing link 195 refers to powering up the hub that connects network component 100 
to VLAN switch 110. 

Overview of the Functional Layers 
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[00021] To provide the above stated functions, embodiments of the invention may 
be abstracted into four layers: the control layer, the network management layer, the 
verification and validation layer, and the physical network layer. FIG. 2 is block diagram 
illustrating an embodiment of the invention abstracted into four layers. In alternative 
embodiments of the invention, the functions may be abstracted into more layers or fewer 
layers. FIG. 2 includes control layer 210, network management layer 220, verification 
and validation layer 230, and physical network layer 240. 

[00022] Control layer 210 may provide a single control point for functions 
provided by embodiments of the invention. Control layer 210 may be accessed through a 
console directly on a node in close proximity to the network or through a remote login 
session (e.g., Telnet). The functions of control layer 210 include generating network 
scenarios and directing the other layers to configure and transition the network based on 
the generated network scenarios, in an embodiment of the invention. Network scenarios 
may be generated randomly or may be based on predefined network configurations, in an 
embodiment of the invention. Also, control layer 210 may generate a series of network 
scenarios back-to-back. Each series of network scenarios can be reproduced by 
supplying a seed logged in past scenarios, in an embodiment of the invention. 

[00023] Control layer 210 determines the current physical layout and state of the 
network based on its interactions with network management layer 220 and verification 
and validation layer 230, in an embodiment of the invention. As will be further described 
below, control layer 210 accesses network management layer 220 to perform network 
configurations and network transitions. Transitioning a node broadly refers to, for 
example, transitioning a node from a first network interface to a second interface, and/or 
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from a first subnet to a second subnet, and/or from a first Virtual Local Area Network 
(VLAN) to a second VLAN, and/or from a first topology to a second topology. The term 
network transition refers to transitioning one or more nodes within the network. 

[00024] Network management layer 220 provides a number of functions including 
network configurations, network transitions, and maintenance of current network state 
information, in an embodiment of the invention. Network management layer 220 may be 
a stand-alone component for managing and reconfiguring network components. In 
alternative embodiments of the invention, network management layer 220 functions in 
association with the other layers illustrated in FIG. 2. In such an embodiment, the other 
layers may obtain network state information from network management layer 220. 

[00025] FIG. 3 illustrates selected elements of exemplary network resource and 
association file 300. Network resource and association file 300 includes: dynamic 
network device section 302, non-dynamic network device section 304, power 
management device section 306, hubs section 308, Virtual Local Area Network (VLAN) 
switch section 310, router section 312, Dynamic Host Configuration Protocol (DHCP) 
server section 314, and addressing scheme section 316. A DHCP server refers to a 
network component that provides network administrative services in compliance with 
Request For Comments 2131 entitled, "Dynamic Host Configuration Protocol," R. 
Droms, March 1997. As illustrated in FIG. 3, network resource and association file 300 - 
describes available network resources and associations in a standardized syntax. Related 
U.S. Patent Application serial number <042390.P17061> further describes network 
resource and association files. 
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[00026] Network management layer 220, in an embodiment of the invention, is 
responsible for configuring networks and transitioning networks. As is further discussed 
below in regard to FIG. 5, network resource wrappers 222, 224, and 226 may be used to 
configure and transition networks. In addition, network management layer 220 may 
maintain IP address allocation for network components and generate a readable text file 
that reports each IP address to facilitate communication across the network. After each 
network configuration and/or transition, network management layer 220 may generate a 
snapshot of the current network state. 

[00027] FIG. 4 is an illustration of an exemplary current network state snapshot 
400. The illustrated embodiment of current network state snapshot 400 is organized 
according to one or more subnets sections (e.g., subnet section 405). Each subnet section 
contains information about one or more network components within the subnet (e.g., 
node section 410). Node section 410 includes information about potential movement. 
Information about potential movement may include a list of network topologies based on 
network topologies and interfaces available to the node. For example, if a node contains 
an 802.1 la network adaptor (and an 802.1 la access point exists on the network), the node 
is able to make a transition to a wireless network connection. Network state snapshot 400 
is more fully described in related U.S. Patent Application serial number 
<042390.P17063>. An 802.1 la network adaptor and an 802.1 la access point 
respectively refer to a network adaptor and an access point that comply with the IEEE 
802.11 standard, entitled "Wireless LAN Medium Access Control (MAC) and Physical 
Layer (PHY) Specifications, 1999 Edition." 
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[00028] After a network transition, multiple sections of network state snapshot 400 
may be updated since some network transitions affect multiple network components. 
Network management layer 220 uses network resource wrappers to programmatically 
configure network components, in an embodiment of the invention. Network resource 
wrappers abstract the functionality of a network component in a standardized way that 
allows network components to be. interchanged when the components provide the same 
(or similar) functionality, in an embodiment of the invention. The term programmatically 
broadly refers to action performed by a software, hardware, and/or firmware resource of 
one or more network components. 

[00029] FIG. 5 is an exemplary illustration of network resource wrapper function 
call 500. Network resource wrapper function call 500 may be used, for example, to 
■ configure a VLAN switch. A person of ordinary skill in the art appreciates that similar 
network components may be configured with similar network resource wrappers. In an 
embodiment of the invention, there is a network resource wrapper corresponding to each 
configurable network component in a network. Table 1 provides a description of the 
fields of exemplary network resource wrapper function call 500. 



Table 1 



Field 


Description 


IPAddr 505 


IPAddr 505 is the IP address from which the VLAN switch can 
be configured, in an embodiment of the invention. 


Pass wd 510 


Passwd 510 may be used to, for example, enable a Telnet 
session to the VLAN switch. 


TotalPorts515 


TotalPorts 515 represents the total number of ports on the 
VLAN switch. 


ControlPort 520 


ControlPort 520 is the port from which the VLAN switch is 
being controlled, in an embodiment of the invention. 


VLAN1, VLAN2, 
VLANn 525 


VLAN1, VLAN2, VLANn 525 provides one or more fields 
for representations of ports that are to be added to each VLAN. 
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[00030] Referring again to FIG. 2, verification and validation layer 230 abstracts 
all devices that are used to verify and validate the current network configuration. These 
devices may include, for example, packet sniffers, traffic generators, and other network 
validation devices. In an embodiment of the invention, third party verification tools 
and/or proprietary tools can be added to this layer to provide seamless accessibility to a 
wide range of network analysis and traffic generation tools. 

[00031] In an embodiment of the invention, the network validation devices are 
mobile. For example, during network scenario execution, network validation devices 
may be placed on the particular subnet that requires validation. In contrast, conventional 
network validation typically involves the manual movement of validation devices from 
one subnet to another, and/or one VLAN to another, and/or one network interface to 
another. 

[00032] Control layer 210 interoperates with verification and validation layer 230 
to perform graceful state recovery, in an embodiment of the invention. During the 
execution of a network scenario, verification and validation layer 230 detects and logs 
results to report to the control layer. Control layer 210 determines whether to perform 
graceful state recovery based on the errors, if any, logged and reported by the verification 
and validation layer. Graceful state recovery refers to reconfiguring network components 
to a state they were in before an error occurs during the execution of a network scenario, 

[00033] Physical network layer 240 contains the physical network devices of 
network 200 (e.g., physical network resources 242, 244, and 246). In an embodiment of 
the invention, physical network resources 242, 244, and 246 correspond to network 
resource wrappers 222, 224, and 226 described above with respect to FIG. 5. Control 
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layer 210 may request the functionality of physical network resources 242, 244, and 246 
through a network configuration request. 

[00034] FIG. 6 illustrates exemplary network configuration request 600. Network 
configuration request 600 includes subnet group section 605 and device section 610. 
Subnet group section 605 may be used to organize a plurality of subnet subsections (e.g., 
subnet subsection 615). Each subnet subsection may list information about the type of 
network topology requested for the subnet. For example, a particular subnet may include 
both wired and wireless network topology. Device section 610 may include information 
about nodes within a requested network configuration and a start position for mobile 
nodes within a requested network configuration. Network configuration requests are 
more fully described in related U.S. Patent Application serial number <042390.P17063>. 

[00035] In operation, control layer 210 may send a network configuration request 
to network management layer 220. Network management layer 220, in turn, may use 
network resource wrappers to programmatically configure the physical resources in 
physical network layer 240. When new physical resources are added to network 200, 
corresponding network wrappers may be written to network management layer 220 to 
abstract the functionality of the new resource. In an embodiment of the invention, non- 
configurable network resources may be added and/or removed from network 200 at will 
because network resource wrappers are not needed to interact with non-configurable 
network resources. 

Interactions Among the Layers 
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[00036] FIG. 7 is a conceptual illustration of selected interactions between abstract 
functional layers in network 700, according to an embodiment of the invention. Network 
700 includes control layer 702, network management layer 704, physical network layer 
706, and verification and validation layer 708. A person of ordinary skill in the art will 
appreciate that, in alternative embodiment embodiments of the invention, network 700 
may include more layers or fewer layers. 

[00037] A user may provide an input to initiate a network scenario, in an 
embodiment of the invention (not shown). Control layer 702 queries network 
management layer 704 to determine if executing the network scenario is possible given 
the current network configuration at 710. If the network scenario is supported in the 
current network configuration, control layer 702 initiates network verification and 
validation at 712. 

[00038] Otherwise control layer 702 resolves the network scenario into a network 
configuration and creates a corresponding network configuration request at 714. The 
network configuration request may contain one or more subnets as well as the starting 
position on the network for mobile nodes. Network management layer 704 configures 
the network at 716 and reports success or failure of the configuration at 718. If network 
management layer 704 does not report any failures occurring during the configuration 
process, control layer 702 triggers the verification and validation layer 708 at 712. 
Verification and validation layer 708 performs network verification and/or validation 
tests and reports the findings to control layer 702 at 720. 

[00039] A network scenario may include transitioning one or more nodes. For 
example, a network scenario may include transitioning a node from a wired LAN 
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connection to a wireless LAN connection. Control layer 702 queries network 
management layer 704 to determine whether a transition is supported by the network 
configuration at 722. If the transition is supported then control layer 702 requests the 
transition at 724. Network management layer 704 reports success or failure of the 
transition at 726. If the transition is successful, control layer 702 prompts verification 
and validation layer 708 to perform appropriate tests at 728 and report the findings to 
control layer 702 at 730. 

[00040] Embodiments of the invention may iterate the network configuration and 
transition processes to enable multiple network scenarios to occur one after another. 
Alternatively, the network scenario process may terminate after a single iteration. In 
such an embodiment, the findings of the completed network scenario may be reported to 
a user and a pseudo-random seed to reproduce the network scenario may be stored. 

[00041] Turning now to FIGs. 8 through 10, the particular methods associated with 
embodiments of the invention are described in terms of computer software and hardware 
with reference to a flowchart. The methods to be performed by a control layer and/or a 
management layer may constitute state machines or computer programs made up of 
computer-executable instructions. Describing the methods by reference to a flowchart 
enables one of ordinary skill in the art to develop such programs including such 
instructions to carry out the methods on suitably configured computing devices (e.g., one 
or more processors of a network component) executing the instructions from computer- 
accessible media. The computer-executable instructions may be written in a computer 
programming language or may be embodied in firmware logic. If written in a 
programming language conforming to a recognized standard, such instructions can be 
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executed on a variety of hardware platforms and for interface to a variety of operating 
systems. In addition, embodiments of the invention are not described with reference to 
any particular programming language. It will be appreciated that a variety of 
programming languages may be used to implement the teachings of the invention as 
described herein. Furthermore, it is common in the art to speak of software, in one form 
or another (e.g., program, process, procedure, agent, application, etc.), as taking an action 
or causing a result. Such expressions are merely a shorthand way of saying that 
execution of the software by a computing device causes the device to perform an action 
or produce a result. For ease of discussion, the entities performing the functions of each 
layer are hereinafter referred to as agents. For example, the entity (or entities) 
performing the functions of the management layer is referred to as the management 
agent. An agent may be executable content, control . logic, firmware, or some 
combination thereof, in an embodiment of the invention. 

[00042] FIG. 8 is a flow diagram illustrating certain aspects of a method for 
programmatically changing the network location of a network component. Referring to 
process block 810, a network management agent (not shown) interrupts a link between ; 
the network component and the network. In an embodiment of the invention, the network 
management agent resides on a Dynamic Host Configuration Protocol (DHCP) server. A 
DHCP server refers to a server that is compliant with Request for Comments 1541, 
"Dynamic Host Configuration Protocol," R. Droms, October 1993. In an alternative 
embodiment of the invention, the network management agent may reside on a control 
node. A person of ordinary skill in the art appreciates that the network management 
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agent may reside on any of a number of different network components or may be 
distributed among a number of network components. 

[00043] Interrupting the link may include interrupting a wired or a wireless link. 
In embodiments of the invention in which the link is wired, interrupting the link may 
include opening a switch that governs transmission over the link, interrupting a 
confirmation signal on the link, and/or powering down a hub that connects the network 
component to the network. In alternative embodiments of the invention in which the link 
is a wireless link, interrupting the link may include deactivating the transmitter of an 
access point that provides the wireless link. 

[00044] Referring to process block 820, in an embodiment of the invention, the 
network management agent changes the network to which the network component was 
linked. Programmatically changing the network refers to either connecting the network 
component with a different network or configuring the network to which the network 
component was originally connected. Changing the configuration of the network is 
further described below with regard to FIG. 9 and FIG. 10. 

[00045] Referring to process block 830, in an embodiment of the invention, the 
network management agent establishes a link between the network component and the 
changed network. Establishing the link may include establishing a wired and/or a 
wireless link. In some embodiment of the invention, the link established in process block 
830 is the same as the link that was interrupted in process block 810. In alternative 
embodiments of the invention, a different link is established in process block 830. For 
example, in an embodiment of the invention, a wired link is interrupted in process block 
810 and a wireless link is established in process block 830. 
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[00046] In embodiments of the invention in which the established link is wired, 
establishing the link may include closing a switch that governs transmission over the link, 
establishing a confirmation signal on the link, and/or powering up a hub that connects the 
network component to the network. In alternative embodiments of the invention in which 
the link is a wireless link, establishing the link may include activating the transmitter of 
an access point that provides the wireless link. 

[00047] FIG. 9 is a flow diagram illustrating certain aspects of a method for 
automatically configuring a network according to an embodiment of the invention. 
Referring to process block 910, the network management agent (not shown) receives a 
description of a network to be configured. The received description of a network to be 
configured may be human-readable. The term human-readable refers to a description that 
when displayed on an output device (e.g., a monitor, printer, etc.) is understandable to a 
human reader. The recei ved description may be randomly generated or it may be a 
predetermined description of a network to be configured. If the received description is 
predetermined, then it may be received from a database of predetermined network 
descriptions or the description may be provided by a user. In an embodiment of the 
invention, the received description has a standardized syntax. Network configuration 
request 600 shown in FIG. 6 is but one example of a received description of a network 
having a standardized syntax. 

[00048] Referring to process block 920, in an embodiment of the invention, the 
network management agent selects one or more network components from a list of 
network components. The selection may be determined, at least in part, on whether the 
resources of the selected network component provide a resource requested in process 
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block 910. For example, in an embodiment of the invention, the network management 
agent references a list of network components (e.g., network resource and association file 
300, shown in FIG. 3). The network management agent may then populate a virtual map 
(e.g., in memory) to correspond to the network to be configured from the referenced list 
of network components, based on the received description of a network to be configured. 

[00049] Referring to process block 930, in an embodiment of the invention, the 
network management creates a snapshot file of the configured network. The snapshot 
file, however, includes the one or more selected network components, in an embodiment 
of the invention. The description provided in process 930 is a snapshot of the configured 
■network including the selected network elements, in an embodiment of the invention 
(e.g., current network state snapshot 400, shown in FIG. 4). 

[00050] FIG. 10 is a flow diagram illustrating certain aspects of a method for 
automatically transitioning a node, according to an embodiment of the invention. 
Referring to process block 1010, a network management agent receives a description of a 
transition for the node. Transitioning a node broadly refers to, for example, transitioning 
a node from a first network interface to a second interface, and/or from a first subnet to a 
second subnet, and/or from a first VLAN to a second VLAN, and/or from a first topology 
to a second topology. 

[00051] In an embodiment of the invention, the received description has a 
standardized syntax (e.g., the syntax illustrated in FIG. 6). The received description may 
be human-readable when displayed on an output device (e.g., a display screen or a 
printer). The received description may be generated in a number of different ways. For 
example, the received description may be randomly generated in the control layer and 
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passed to a function in the network management layer to initiate the transition. Also, the 
received description may be provided by a user (e.g., a system administrator) who wants 
to implement a specified node transition. 

[00052] Transitioning a node typically requires configuring the resources of one or 
more network components. Referring to process block 1020, the network management 
agent selects a network component, from a list of network components, to support the 
node transition described in process block 1010. In an embodiment of the invention, the 
list of network components has a standardized syntax (e.g., network resource and 
association file 300, shown in FIG. 3). The determination of which network components 
to select may be specified by the control layer (and/or a user) in a function call. 

[00053] In an embodiment. of the invention, selecting a network element may 
include referencing the list of network components to identify resources that are available 
within a network. The network management agent may create a virtual map of an 
existing network based on the referenced list of network components. The network 
management agent may then compare the received description of the node transition with 
the virtual map of the existing network and select appropriate resources to support the 
node transition (e.g., a VLAN switch, and/or an access point, and/or a power on/off 
module). In an embodiment of the invention, the network management agent then 
populates another virtual map that corresponds to the network after the node transition 
with the selected resources. 

[00054] Referring to process block 1030, the selected network components are 
configured to support the described node transition. The configuration of the selected 
network components may be based on resources of the selected network component and 
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the received description of the node transition. For example, configuring a router may 
include associating a network interface of the router with the node to be transitioned. 
Similarly, configuring a VLAN switch may include associating the node to be 
transitioned with a VLAN of the VLAN switch. 

[00055] Referring to process block 1030, a VLAN switch is configured, in an 
embodiment of the invention. Configuring a VLAN switch broadly refers to associating 
one or more VLAN switch ports with a particular VLAN (in effect associating every 
network component connected to the ports with a particular VLAN). The connections 
between VLAN switch ports and network components may be specified in an electronic 
file. In an embodiment of the invention, a software agent programmatically sets, 
configures, and/or reconfigures the VLAN switch by interacting with the VLAN switch 
to alter its state. A person of ordinary skill in the art appreciates that the type of 
interaction used to alter the state of a network component depends on the particular 
network component. 

[00056] In an embodiment of the invention, a router is configured at process block 
1030. A router may provide a number of network interfaces, in an embodiment of the 
invention. Each network interface may be associated with IP address information (e.g., 
interface IP address and subnet) to enable the exchange of packets with the interface. 
The IP address information for each interface may be specified by an electronic file(s). \ 
Configuring the router broadly refers to, inter alia, programmatically setting, configuring, 
and/or reconfiguring the one or more network interfaces of the router by interacting with 
router to alter its state. A person of ordinary skill in the art appreciates that the type of 
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interaction used to alter the state of a network component depends on the particular 
network component. 

[00057] A DHCP server may be configured at process block 1030. In an 
embodiment of the invention, a DHCP server provides network administrative functions 
(e.g., providing IP address information to nodes within the network). The DHCP server 
may associate one or more network interfaces with corresponding IP address information 
(e.g., IP address, subnet mask, and gateway). The associations between network 
interfaces and corresponding IP address information determine which nodes receive 
which network administrative functions. In an embodiment of the invention, the 
associations between network interfaces and corresponding IP address information is 
contained in an electronic file. Configuring the DHCP server broadly refers to, inter alia, 
programmatically setting, configuring, and/or reconfiguring the DHCP server by 
interacting with the DHCP server to alter its state. A person of ordinary skill in the art 
appreciates that the type of interaction used to alter the state of a network component 
depends on the particular network component. 

[00058] Referring again to process block 1030, a power on/off module may be 
configured. In an embodiment of the invention, power on/off modules may be associated 
with network components (e.g., hubs and access points). Configuring the power on/off 
modules broadly refers to, inter alia, programmatically powering on or off the power 
on/off modules by interacting with the power on/off modules to alter their state. A 
person of ordinary skill in the art appreciates that the type of interaction used to alter the 
state of a network component depends on the particular network component. 
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[00059] FIG. 1 1 is a simplified block diagram of selected elements of exemplary 
node 1 100, implemented according to an embodiment of the invention. Node 1 100 may 
include: one or more processor(s) 1 1 10, memory 1 120, one or more Input/Output 
interfaces 1130, network interface(s) 1140, control agent 1150, management agent 1160. 
The illustrated elements may be connected together through system interconnect 1 170. 
Processor(s) 1 1 10 may include a microprocessor, microcontroller, field programmable 
gate array (FPGA), application specific integrated circuit (ASIC), central processing unit 
(CPU), programmable logic device (PLD), and similar devices that access instructions 
from system storage (e.g., memory 1120), decode them, and execute those instructions by 
performing arithmetic and logical operations. In some embodiments of the invention, 
processor(s) 1 120 is implemented with a plurality of processors. 

[00060] Memory 1 120 may encompass a wide variety of memory devices 
including read-only memory (ROM), erasable programmable read-only memory 
(EPROM), electrically erasable programmable read-only memory (EEPROM), random 
access memory (RAM), non- volatile random access memory (NVRAM), cache memory, 
flash memory, and other memory devices. Memory 1120 may also include one or more 
hard disks, floppy disks, ZIP disks, compact disks (e.g., CD-ROM), digital 
versatile/video disks (DVD), magnetic random access memory (MRAM) devices, and 
other system-readable media that store instructions and/or data. Memory 1 120 may store 
program modules such as routines, programs, objects, images, data structures, program 
data, and other program modules that perform particular tasks or implement particular 
abstract data types that facilitate system use. 
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[00061] One or more I/O interfaces 1 130 may include a hard disk drive interface, a 
magnetic disk drive interface, an optical drive interface, a parallel port, serial controller 
or super I/O controller, serial port, universal serial bus (USB) port, a display device 
interface (e.g., video adapter), a sound card, modem, and the like. 

[00062] Network interface(s) 1 140 may include a wide variety of software, 
hardware, and/or firmware to interface node 1 100 with an associated network (not 
shown). In an embodiment of the invention, network interface 1140 includes both wired 
(e.g., local area network) interfaces and wireless (e.g., wireless local area network) 
interfaces. Network interface(s) 1 140 may include network interface card(s) and/or 
chipsets that provide a network interface. 

[00063] Control agent 1 150 enables node 1 100 to act as a single control point for a 
network to which node 1 100 is connected. Control agent 1 150 may be executable 
content, control logic (e.g., ASIC, PLD, FPGA, etc.), firmware, or some combination 
thereof, in an embodiment of the invention. In embodiments of the invention in which 
control agent 1 150 is executable content, it may be stored in memory 1 120 and executed 
by processor(s) 1 1 10. 

[00064] Management agent 1 160 enables node 1 100 to perform network 
configuration changes and network transitions, in an embodiment of the invention. 
Management agent 1160 may be executable content, control logic (e.g., ASIC, PLD, 
FPGA, etc.), firmware, or some combination thereof, in an embodiment of the invention. 
In embodiments of the invention in which management agent 1160 is executable content, 
it may be stored in memory 1 120 and executed by processor(s) 1110. In the illustrated 
embodiment of the invention, management agent 1160 resides on the same node as 
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control agent 1150. In alternative embodiments of the invention, control agent 1150 and 
management agent 1 160 reside on separate nodes. In yet other alternative embodiments 
of the invention, control agent 1150 and/or management agent 1 160 are distributed across 
more than one node. 

[00065] System interconnect 1 170 permits communication between the various 
elements of node 1 170. System interconnect 1 170 may include a wide variety of signal 
lines including one or more of a memory bus, peripheral bus, local bus, host bus, bridge, 
optical, electrical, acoustical, and other propagated signal lines. 

[00066] FIG. 12 is a block diagram of selected elements of exemplary network 
1200, implemented according to an embodiment of the invention. Network 1200 
includes control node 1205, DHCP server 1210, router 1215, VLAN switch 1220, Virtual 
Private Network (VPN) 1225, hub 1230, and node 1235, power switch serial controller 
device 1240, and access point 1245. 

[00067] Control node 1205 provides a single control point for executing network 
configurations, network transitions, and/or network scenarios, in an embodiment of the 
invention. A control agent (e.g., control agent 1150) resides on control node 1205 in an 
embodiment of the invention. In alternative embodiments of the invention, a control 
agent and a management agent (e.g., management agent 1 140) reside on control node 
1205. Control node 1205 may be a general purpose computing device containing a 
control agent, in an embodiment of the invention. 

[00068] DHCP server 1210 provides network administrative functions in an 
embodiment of the invention. For example, DHCP server 1210 may provide IP 
addresses, subnet masks, and/or gateway information to network components of network 
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1200. The DHCP server may associate one or more network interfaces with 
corresponding IP address information (e.g., IP address, subnet mask, and gateway). The 
associations between network interfaces and corresponding IP address information 
determine which nodes receive which network administrative functions, in an 
embodiment of the invention. DHCP serves are well known to those of ordinary skill in 
the art and will not be further described except as to how they relate to embodiments of 
the invention. In an embodiment of the invention a network management agent resides 
on DHCP server 1210. In such an embodiment of the invention, DHCP server 1210 may 
be referred to as a management node. The term management node broadly refers to a 
node on which a management agent (or a portion of a management agent) resides. 

[00069] Router 1215 provides a number of network interfaces in an embodiment of 
the invention. Each network interface may be associated with IP address information 
(e.g., interface IP address and subnet) to enable the exchange of packets with the 
interface. Routers are well known to those of ordinary skill in the art and will not further 
described except as to how they relate to embodiments of the invention. 

[00070] VLAN switch 1220 provides a plurality of ports and supports a plurality of 
VLANs, in an embodiment of the invention. Each supported VLAN may include one or 
more ports. Each port may be connected to one or more network components. VLAN 
switch 1220 enables an embodiment of the invention to group hubs together 
programmatically into logical subnets. VLAN switches are well known to those of 
ordinary skill in the art and will not be further described except as to how they relate to 
embodiments of the invention. 



042390.P 17060 



-29- 



Express Mail No. EL325526586US 



[00071] VPN 1225 provides a mechanism for secure transactions in an 
embodiment of the invention. In some embodiments of the invention, one or VPNs 
employ static IP address configures. In such embodiments of the invention, a network 
management agent may create the specific subnets used to communicate with the 
statically configured VPN. This may be accomplished, for example, by configuring the 
IP addresses on the DHCP server with the subnet IP addresses that correspond to the 
specific VPN. In addition, router 1215 may be configured to isolate network traffic on 
either side of the VPN so that only VPN traffic is routed. Internal traffic refers to traffic 
within the VPN (or firewall) and external traffic refers to traffic outside of the VPN (or 
firewall). VPNs are well known to those of ordinary skill in the art and will not be 
further described except as to how they relate to embodiments of the invention. 

[00072] It should be appreciated that reference throughout this specification to 
"one embodiment" or "an embodiment" means that a particular feature, structure or 
characteristic described in connection with the embodiment is included in at least one 
embodiment of the present invention. Therefore, it is emphasized and should be 
appreciated that two or more references to "an embodiment" or "one embodiment" or "an 
alternative embodiment" in various portions of this specification are not necessarily all 
referring to the same embodiment. Furthermore, the particular features, structures or 
characteristics may be combined as suitable in one or more embodiments of the 
invention. 

[00073] Similarly, it should be appreciated that in the foregoing description of 
exemplary embodiments of the invention, various features of the invention are sometimes 
grouped together in a single embodiment, figure, or description thereof for the purpose of 
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streamlining the disclosure aiding in the understanding of one or more of the various 
inventive aspects. This method of disclosure, however, is not to be interpreted as 
reflecting an intention that the claimed invention requires more features than are 
expressly recited in each claim. Rather, as the following claims reflect, inventive aspects 
lie in less than all features of a single foregoing disclosed embodiment. Thus, the claims 
following the detailed description are hereby expressly incorporated into this detailed 
description, with each claim standing on its own as a separate embodiment of this 
invention. 
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